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1 Introduction 1 

This specification provides a means for authenticating products with regard to identification 2 
and configuration. The methods for authentication can be used over multiple transports . It is 3 
intended that the mapping of the authentication methods to a specific transport be defined 4 
in a separate specification. See for example the USB Type-C Authentication Specification. 5 

1.1 Scope 6 

This specification defines the architecture and methodology for unilateral Authentication. 7 
Information is provided to allow for Policy enforcement, but individual Policy decisions are 8 
not specified.  9 

1.2 Overview 10 

This specification provides primitives for unilateral Authentication. The security model 11 
defined by this specification permits assurances that  a product is: 12 

 Of a particular type from a particular manufacturer with particular characteristics  13 

 Owned and controlled by a particular organization 14 

Local Policy will determine which features need to be present in an attached product before 15 
accessing or providing a resource (e.g. power, storage, etc.). 16 

Product vendors can add security features beyond those listed in this specification, but the 17 
definition and implementation of those features is up to the vendor.  Added features cannot 18 
alter the base specifications defined herein.  19 

  20 
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1.3 Related Documents 1 

 ASN.1 - ISO-822-1-4;  2 
o ITU-T X.680 (available at: 3 

https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-X.680-201508-4 
I!!PDF-E&type=items);  5 

o ITU-T X.681 (available at: 6 
https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-X.681-201508-7 
I!!PDF-E&type=items); 8 

o  ITU-T X.682 (Available at: 9 
https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-X.682-201508-10 
I!!PDF-E&type=items);  11 

o ITU-T X.683 (Available at: 12 
https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-X.683-201508-13 
I!!PDF-E&type=items.) 14 

 DER - ISO-8825-1; ITU-T X.690 (available at: 15 
https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-X.690-201508-I!!PDF-16 
E&type=items.) 17 

 X509v3 - ISO-9594-8; ITU-T X.509 (available at: 18 
https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-X.509-201210-I!!PDF-19 
E&type=items.) 20 

 Common Criteria: 21 
o Common Criteria for Information Technology Security Evalu ation (available at: 22 

https://www.commoncriteriaportal.org/cc/), which includes:  23 
 Part 1: Common Criteria for Information Technology Security 24 

Evaluation; Part 1: Introduction and general model;  April 2017; Version 25 
3.1 Revision 5; CCMB-2017-04-001 26 
(https://www.commoncriteriaportal.org/files/ccfiles/CCPART1V3.1R5.p27 
df) 28 

 Part 2: Common Criteria for Information Technology Security 29 
Evaluation; Part 2: Security functional components;  April 2017; Version 30 
3.1 Revision 5; CCMB-2017-04-002 31 
(https://www.commoncriteriaportal.org/files/ccfiles/CCPART2 V3.1R5.p32 
df)  33 

 Part 3: Common Criteria for Information Technology Security 34 
Evaluation; Part 3: Security assurance components;  April 2017; Version 35 
3.1 Revision 5; CCMB-2017-04-003 36 
(https://www.commoncriteriaportal.org/files/ccfiles/CCPART3V3.1R5.p37 
df)  38 

 CEM: Common Methodology for Information Technology Security 39 
Evaluation: Evaluation methodology; April 2017; Version 3.1 Revision 40 
5; CCMB-2017-04-004 41 
(https://www.commoncriteriaportal.org/files/ccfiles/CEMV3.1R5.pdf )  42 

o Addenda: CC and CEM addenda: Exact Conformance, Selection-Based SFRs, 43 
Optional SFRs; May 2017; Version 0.5 (Draft, Initial release, for trial use); CCDB-44 
2017-05-xxx (https://www.commoncriteriaportal.org/files/ccfiles/CCDB-2017-45 
05-17-CCaddenda-Exact_Conformance.pdf) 46 

 ECDSA: 47 

o ANSI X9.62; NIST-FIPS-186-4, Section 6 (available at: 48 
http://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf.) 49 

o ISO/IEC 14888-3 Digital signatures with appendix -- Part 3: Discrete logarithm 50 
based mechanisms (Clause 6.6) 51 

https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-X.680-201508-I!!PDF-E&type=items
https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-X.680-201508-I!!PDF-E&type=items
https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-X.681-201508-I!!PDF-E&type=items
https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-X.681-201508-I!!PDF-E&type=items
https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-X.682-201508-I!!PDF-E&type=items
https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-X.682-201508-I!!PDF-E&type=items
https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-X.683-201508-I!!PDF-E&type=items
https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-X.683-201508-I!!PDF-E&type=items
https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-X.690-201508-I!!PDF-E&type=items
https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-X.690-201508-I!!PDF-E&type=items
https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-X.509-201210-I!!PDF-E&type=items
https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-X.509-201210-I!!PDF-E&type=items
https://www.commoncriteriaportal.org/cc/
https://www.commoncriteriaportal.org/files/ccfiles/CCPART1V3.1R5.pdf
https://www.commoncriteriaportal.org/files/ccfiles/CCPART1V3.1R5.pdf
https://www.commoncriteriaportal.org/files/ccfiles/CCPART2V3.1R5.pdf
https://www.commoncriteriaportal.org/files/ccfiles/CCPART2V3.1R5.pdf
https://www.commoncriteriaportal.org/files/ccfiles/CCPART3V3.1R5.pdf
https://www.commoncriteriaportal.org/files/ccfiles/CCPART3V3.1R5.pdf
https://www.commoncriteriaportal.org/files/ccfiles/CEMV3.1R5.pdf
https://www.commoncriteriaportal.org/files/ccfiles/CCDB-2017-05-17-CCaddenda-Exact_Conformance.pdf
https://www.commoncriteriaportal.org/files/ccfiles/CCDB-2017-05-17-CCaddenda-Exact_Conformance.pdf
http://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf
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 NIST P256, secp256r1: 1 

o Certicom-SEC-2 (available at: http://www.secg.org/sec2-v2.pdf); NIST-2 
Recommended-EC (available at: 3 
http://csrc.nist.gov/groups/ST/toolkit/documents/dss/NISTReCur.pdf .) 4 

o ISO/IEC 15946 Cryptographic techniques based on elliptic curves (NIST P -256 is 5 
included as example) 6 

 Notes: ISO/IEC 15946 series treat elliptic curves differently from FIPS 186-7 
4. ISO/IEC 15946-5 is about elliptic curve generation. That is, based on the 8 
method in part 5, each application and implementation can generate its 9 
own curves to use. In other words, no ISO/IEC recommended curves.  P -256 10 
is consider an example in ISO/IEC 15946.  Note that Elliptic Curve 11 
signatures and key establishment schemes have been moved to ISO/IEC 12 
14888 and ISO/IEC 11770 respectively together with other discrete log 13 
based mechanisms. Test vectors (examples) use P-256 are included for each 14 
parts for those mechanisms. 15 

 SHA256: 16 

o NIST-FIPS-180-4 (available at: 17 
http://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.180-4.pdf.) 18 

o ISO/IEC 10118-3 Hash-functions -- Part 3: Dedicated hash-functions (Clause 10) 19 
 JIL/JHAS:  20 

o “Application of Attack Potential to Smartcards” (JIL/JHAS: “Application of Attack 21 
Potential to Smartcards - Joint Interpretation Library (Version 2.9, January 22 
2013)”, http://www.sogisportal.eu/documents/cc/domains/sc/JIL-Application-23 
of-Attack-Potential-to-Smartcards-v2-9.pdf) 24 

 SP800-90A: 25 

o NIST-SP-800-90A (available at: http://csrc.nist.gov/publications/nistpubs/800-26 
90A/SP800-90A.pdf.) 27 

 Note: NIST-SP-800-90A was withdrawn June 2015 and replaced by NIST -28 
SP-800-90A Revision 1 29 
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800 -30 
90Ar1.pdf 31 

 SP800-90B – NIST-SP-800-90B (available at: 32 
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800 -90B.pdf) 33 

 34 

Unless specified otherwise, all standards specified, including those from ISO, ITU, and NIST, 35 
refer to the version or edition which is more recent, as of 1 Ja nuary 2016.  36 

http://www.secg.org/sec2-v2.pdf
http://csrc.nist.gov/groups/ST/toolkit/documents/dss/NISTReCur.pdf
http://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.180-4.pdf
http://www.sogisportal.eu/documents/cc/domains/sc/JIL-Application-of-Attack-Potential-to-Smartcards-v2-9.pdf
http://www.sogisportal.eu/documents/cc/domains/sc/JIL-Application-of-Attack-Potential-to-Smartcards-v2-9.pdf
http://csrc.nist.gov/publications/nistpubs/800-90A/SP800-90A.pdf
http://csrc.nist.gov/publications/nistpubs/800-90A/SP800-90A.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-90Ar1.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-90Ar1.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-90B.pdf
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 1 

1.4 Terms and Abbreviations 2 

This section defines the terms and abbreviations used throughout this document. 3 

Table 1-1: Terms and Abbreviations 4 

Term/Abbreviation Definition 

Authentication The process of determining whether an Entity is in fact who or 
what it claims to be. 

Authentication 
Initiator  

Refers to a product that initiates Authentication. 

Authentication 
Responder 

Refers to a product with whom an Authentication Initiator is 
attempting to authenticate. 

Certificate (Cert) A digital form of identification that provides information about an 
Entity and certifies ownership of a particular public key. 

Certificate Authority 
(CA) 

An Entity that issues Certificates.  

Certificate Chain A series of two or more Certificates where each Certificate is 
signed by the preceding Certificate in the chain. 

Entity Refers to a product or an organization, vendor, or manufacturer 
associated with such products.  

Evaluation Assurance 
Level (EAL) 

The numerical rating describing the depth and rigor of a  security 
evaluation. 

Intermediate 
Certificate 

A Certificate that is neither Root nor Leaf. 

Leaf Certificate The last Certificate in a Certificate Chain. 

Mapping 
Organization 

A standards organization that defines a mapping of the USB 
Security Foundation Authentication Protocol to a specific 
transport. For example, USB-IF is the Mapping Organization for 
authentication over the USB PD, USB 2.0, and USB 3.2 transports 
(see the USB Type-C Authentication Specification).  

Nonce A number used only once in any given key context. Can be 
interpreted as N-Once. 

Policy Policy defines the behavior of products. It defines the capabilities 
a product advertises, its Authentication requirements, and 
resource availability with respect to unauthenticated products. 

Pseudorandom 
Number Generator 
(PRNG) 

A deterministic algorithm for generating a number or sequence of 
numbers that are computationally indistinguishable from truly 
random. See SP800-90A for more details. 

Root Certificate The first Certificate in a Certificate Chain. This certificate is self-
signed. 

Slot The position of a Certificate Chain in an Authentication 
Responder. Each Slot corresponds to one Certificate Chain.  
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1.5 Conventions 1 

1.5.1 Precedence 2 

If there is a conflict between text, figures, and tables, the precedence shall be tables, figures, 3 
and then text. 4 

1.5.2 Keywords 5 

The following keywords differentiate between the levels of requirements and options.  6 

1.5.2.1 Conditional Normative 7 

Conditional Normative  is a keyword used to indicate a feature that is mandatory when 8 
another related feature has been implemented. Designers are mandated to implement all 9 
such requirements, when the dependent features have been implemented, to ensure 10 
interoperability with other compliant products. 11 

1.5.2.2 Deprecated 12 

Deprecated is a keyword used to indicate a feature, supported in previous releases of the 13 
specification, which is no longer supported. 14 

1.5.2.3 Informative 15 

Informative is a keyword that describes information with this specification that intends to 16 
discuss and clarify requirements and features as opposed to mandating them.  17 

1.5.2.4 May 18 

May is a keyword that indicates a choice with no implied preference. 19 

1.5.2.5 N/A 20 

N/A is a keyword that indicates that a field or value is not applicable and has no defined 21 
value and shall not be checked or used by the recipient.  22 

1.5.2.6 Normative 23 

Normative is a keyword that describes features that are mandated by this specifica tion. 24 

1.5.2.7 Optional/Optionally/Optional Normative 25 

Optional, Optionally , and Optional Normative are equivalent keywords that describe 26 
features not mandated by this specification.  However, if an Optional feature is 27 
implemented, the feature shall be implemented as defined by this specification. 28 

1.5.2.8 Reserved 29 

Reserved is a keyword indicating reserved bits, bytes, words, fields, and code values that are 30 
set-aside for future standardization.  Their use and interpretation may be specified by future 31 
extensions to this specification and, unless otherwise stated, shall not be utilized or adapted 32 
by vendor implementation.  A Reserved bit, byte, word, or field shall be set to zero by the 33 
sender and shall be ignored by the receiver.  Reserved field values shall not be sent by the 34 
sender and, if received, shall be ignored by the receiver. 35 

1.5.2.9 Shall/Normative 36 

Shall and Normative are keywords indicating a mandatory requirement.  Designers are 37 
mandated to implement all such requirements to ensure interoperability with other 38 
compliant products. 39 
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1.5.2.10 Should 1 

Should is a keyword indicating flexibility of choice with a preferred alternative.  Equivalent 2 
to the phrase “it is recommended that”.  3 

1.5.3 Numbering 4 

Numbers that are immediately followed by a lowercase “b” (e.g., 01b) are binary values.     5 
Numbers that are immediately followed by a lowercase “h” (e.g., 3Ah) are hexadecimal 6 
values.  Numbers not immediately followed by either a “b”, or “h” are decimal values.  7 

1.5.4 Byte Ordering 8 

Unless otherwise specified, all multiple byte values in this specification are interpreted as 9 
and moved over the bus in little-endian order, i.e., least significant byte to most significant 10 
byte. 11 
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2 Overview 1 

This section contains no Normative requirements.  2 

2.1 Cryptographic Methods 3 

This specification targets a 128-bit security level for all cryptographic methods. The 4 
cryptographic methods used by this specification are shown in Table 2-1.  5 

Table 2-1: Summary of Cryptographic Methods 6 

Method Use 

X509v3, DER encoding Certificate format 

ECDSA using the NIST P256, 
secp256r1 curve, uncompressed point 
format 

Digital signing of Certificates and 
Authentication Messages 

SHA256 Hash algorithm 

2.1.1 Random Numbers 7 

The generation of cryptographic keys and the cryptographic protocol exchanges rely on 8 
cryptographic quality random numbers. Random numbers are defined as numbers that are 9 
distinguishably random by no algorithm with an algorithmic complexity of less than O(2 128). 10 

The output of a NIST SP800-90A compliant PRNG seeded with a 256-bit full SP800-90B 11 
entropy value is sufficient to meet this standard.  12 

2.2 Security Overview 13 

This specification defines a Certificate-based method for Authentication that allows a 14 
product to authenticate another attached product and, by Policy, choose how to interact 15 
with that product. For example, a USB PD Sink may choose not to use the full advertised 16 
capabilities of an unauthenticated USB PD Source. 17 

2.2.1 Periodic Re-Authentication 18 

Products can optionally perform periodic re-Authentications. Re-Authentication is used to 19 
verify that an authenticated product has not been replaced by a different product.  20 

2.2.2 Secret Key Storage and Protection 21 

One threat concerning the USB Security Foundation authentication protocol is the extraction 22 
of secret keys from products. In a worst case scenario, the extraction of even one secret key 23 
could allow an attacker to clone products in unlimited volume. This or similar scenarios 24 
would degrade trust in the whole USB Security Foundation ecosystem.  25 

Therefore, it is recommended that vendors take appropriate measures to protect the 26 
execution of the USB Security Foundation authentication protocol and all private keys. 27 
Products should provide protected tamper-resistant operation and storage for the private 28 
keys to prevent them from being read (all or in part), copied or otherwise disclosed. This 29 
includes protection against side-channel and fault injection attacks, including software 30 
exploits and physical attacks such as leakage, probing, glitching, reverse engineering, and 31 
statistical analysis methods. Examples of such attacks include Simple and High-Order 32 
Differential Power, Electromagnetic, and Fault Analysis attacks.  Other examples of attack 33 
vectors are listed in Appendix A. 34 



RELEASE 1.0 with ECN and Errata - 15 -  USB Security Foundation Specification 

Through January 7, 2019   

Copyright © 2019 USB 3.0 Promoter Group. All rights reserved.  

2.2.3 Security Evaluation Criteria 1 

The need for proven and measurable security evaluation results has led to worldwide 2 
established certification and evaluation schemes. One of the biggest and most widely 3 
applicable security evaluation schemes is Common Criteria, which provides global 4 
infrastructure for common recognition Certificates. This infrastructure includes 5 
government-driven supervision of certification authorities, accredited and capability 6 
balanced evaluation laboratories, and globally harmonized and internationally present 7 
mutual recognition contracts. In addition, Common Criteria implements a number of 8 
different evaluations from which a vendor is free to choose the appropriate level.  9 

It is recommended that the vendor of a product choose the market-driven individually 10 
required level of assurance (EAL), then conduct the independent evaluation process at an 11 
accredited evaluation laboratory. After evaluation, the result is published by the 12 
certification body in a Certificate which is automatically accepted by a high number of 13 
countries. 14 
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3 Authentication Architecture 1 

3.1 Certificates 2 

3.1.1 Format 3 

All Certificates shall use the X509v3 ASN.1 structure. All Certificates shall use binary DER 4 
encoding for ASN.1. All Certificates shall use the cryptographic methods listed in Table 2-1. 5 
The further description of the Certificate format assumes that the reader is familiar with 6 
X509v3 Certificate terminology. 7 

Certificates and the fields, attributes, and extensions defined therein are Big Endian.  8 

3.1.2 Textual Format 9 

All textual ASN.1 objects contained within Certificates, including DirectoryString, 10 
GeneralName, and DisplayText, shall be specified as either a UTF8String, PrintableString, or 11 
IA5String. The length of any textual object shall not exceed 64 bytes excluding the DER type 12 
and DER length encoding.  13 

3.1.3 Attributes and Extensions 14 

Certificate attributes and extensions are defined by the Mapping Organization. See for 15 
example the USB Type-C Authentication Specification. 16 

3.2 Certificate Chains 17 

Certificates are grouped into Certificate Chains. A Certificate Chain is the binary (byte) 18 
concatenation of the fields shown in Table 3-1.  19 

Table 3-1: Certificate Chain Format 20 

Offset Field Size Description 

0 Length 2 Total length of Certificate Chain in bytes including all 

fields in this table 

This field is little endian. 

2 Reserved 2 Set to zero 

4 RootHash 32 32-byte SHA256 hash of the Root Certificate. Note that 

Root Certificate is ASN.1 DER-encoded for hash. 

This field is big endian.  

36 Certificates Length - 36 One or more ASN.1 DER-encoded X509v3 Certificates 

where the first Certificate is signed by the Root 

Certificate and each subsequent Certificate is signed by 

the preceding Certificate. The last Certificate is the Leaf 

Certificate. 

This field is big endian. 

  21 

Certificate Chains reside in positions called Slots. Each Slot shall either be empty or contain 22 
one complete certificate chain.  23 

The ASN.1 DER encoding of each individual certificate can be analyzed to determine its 24 
length.  25 
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3.2.1 Provisioning 1 

Provisioning is the process by which an Authentication Responder acquires one or more 2 
Certificate Chains.  The procedure for provisioning an Authentication Responder is outside 3 
the scope of this specification.  4 

3.3 Private Keys 5 

Each Certificate Chain in an Authentication Responder corresponds to a private key whose 6 
corresponding public key is certified in the Leaf Certificate of that Slot. An Authentication 7 
Responder must have access to that private key. All Private Keys shall be unique and shall be 8 
generated, provisioned, and stored in a manner that adequately protects the confidentiality 9 
of the key. 10 

A private key used by one Authentication Responder shall not be used by any other 11 
Authentication Responders. For example, one instance of a USB PD power supply ca nnot 12 
have the same private key as another instance of the USB PD power supply, even if they are 13 
otherwise identical model 14 

 15 

 16 
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4 Authentication Protocol 1 

There are three operations an Authentication Initiator can perform:  2 

 Query an Authentication Responder for Certificate Chain digests 3 

 Read a Certificate Chain from an Authentication Responder 4 

 Challenge an Authentication Responder in order to verify its authenticity 5 

An Authentication Initiator may initiate as many or as few of these operation as are needed 6 
to achieve the desired Authentication latency. In addition, an Authentication Initiator may 7 
initiate the operations in any order. For example, an Authentication Initiator that only uses 8 
Slot 0 for Authentication, may first challenge an Authentication Responder, and then initiate 9 
a Certificate Chain read if the target Certificate Chain is not already cached. 10 

A product shall not act as an Authentication Responder unless it contains a Certificate Chain 11 
in Slot 0. 12 

4.1 Digest Query 13 

To query an Authentication Responder for Certificate Chain digests, an Authentication 14 
Initiator sends a GET_DIGESTS Request as defined in Section 5.2.1. If an error condition is 15 
encountered, the Authentication Responder shall respond with the appropriate ERROR 16 
Response as defined in Section 4.4.  Otherwise, the Authentication Responder shall respond 17 
with a DIGESTS Response as defined in Section 5.3.1. After receiving a DIGESTS Response, an 18 
Authentication Initiator can check to see if it has any of the Authentication Responder’s 19 
Certificate Chains cached. This allows the Authentication Initiator to potentially skip reading 20 
a Certificate Chain and thus save time. 21 

4.2 Certificate Chain Read 22 

To read a Certificate Chain, or portion thereof, an Authentication Initiator sends a 23 
GET_CERTIFICATE Request as defined in Section 5.2.2.  24 

If an Authentication Responder receives a GET_CERTIFICATE request that targets an offset 25 
that is outside the Certificate Chain (i.e. offset > length) or attempts to read beyond the 26 
length of the target Certificate Chain (i.e. (offset + length ) > Certificate Chain length), then 27 
the Authentication Responder shall return an ERROR Authentication Response with Param1 28 
set to INVALID_REQUEST and Param2 set to 00h. 29 

If an error condition is encountered, the Authentication Responder shall respond with the 30 
appropriate ERROR Response as defined in Section 4.4. Otherwise, the Authentication 31 
Responder shall respond with a CERTIFICATE Response as described in Section 5.3.2.  32 

4.3 Authentication Challenge 33 

To challenge an Authentication Responder, an Authentication Initiator sends a CHALLENGE 34 
Request as defined in Section 5.2.3.  If an error condition is encountered, the Authentication 35 
Responder shall respond with the appropriate ERROR Response as defined in Section 4.4. 36 
Otherwise, the Authentication Responder shall respond with a CHALLENGE_AUTH Response 37 
as described in Section 5.3.3.  38 

4.4 Errors and Alerts 39 

4.4.1 Invalid Request 40 

If an Authentication Responder receives an Authentication Request with one or more invalid 41 
fields, it shall respond to that Authentication Request with an ERROR Response that has 42 
Param1 set to INVALID_REQUEST and Param2 set to 00h. 43 
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4.4.2 Unsupported Protocol Version 1 

If an Authentication Responder receives an Authentication Request that contains an 2 
unsupported Security Protocol Version in the ProtocolVersion field, it shall respond to that 3 
Authentication Request with an ERROR Response that has ProtocolVersion set to the 4 
minimum Security Protocol Version it supports, Param1 set to UNSUPPORTED_PROTOCOL, 5 
and Param2 set to the maximum Security Protocol Version it supports.  6 

4.4.3 Busy 7 

If an Authentication Responder receives an Authentication Request but is unable to meet the 8 
timing requirements, it shall respond to that Authentication Request with an ERROR 9 
Response that has Param1 set to BUSY and Param2 set to 00h. 10 

4.4.4 Unspecified 11 

If an Authentication Responder, upon receiving an Authentication Request, encounters an 12 
error that is not covered by the conditions above, it shall respond to that Authentication 13 
Request with an ERROR Response that has Param1 set to UNSPECIFIED and Param2 set to 14 
00h. 15 

 16 
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5 Authentication Messages 1 

Authentication Messages are used to convey information related to Authentication. An 2 
Authentication Message consists of a Message Header followed by a variable length 3 
(including zero) payload. Neither an Authentication Initiator nor an Authentication 4 
Responder shall add any padding after an Authentication Message.  The format for a Message 5 
Header is defined in Section 5.1. 6 

There are two types of Authentication Messages: Authentication Requests and 7 
Authentication Responses. Authentication Requests are defined in Section 5.2. 8 
Authentication Responses are defined in Section 5.3. 9 

5.1 Header 10 

All Authentication Messages shall start with the 4-byte header defined in Table 5-1.   11 

Table 5-1: Authentication Message Header 12 

Offset Field Size Reference 

0 ProtocolVersion 1 Section 5.1.1 

1 MessageType 1 Section 5.1.2 

2 Param1 1 Section 5.1.3  

3 Param2 1 Section 5.1.4 

 13 

5.1.1 USB Security Foundation Protocol Version 14 

This field identifies which version of the USB Security Foundation Specification is being 15 
used. Bits 0 through 3 (lower nibble) identify the Minor Revision number and bits 4 through 16 
7 (upper nibble) identify the Major Revision Number. 17 

Table 5-2 shows the valid values for this field. A product shall not use a USB Security 18 
Foundation Protocol Version value corresponding to a specification revision that it does not 19 
support. 20 

Table 5-2: USB Security Foundation Protocol Version 21 

Name Value Meaning 

Reserved 00–0Fh   Reserved 

V1.0* 10h USB Security Foundation Authentication Protocol 
Version 1.0 

Reserved 20h–FFh Reserved 

*a Value of 01h also indicates V1.0 22 

 23 

It is intended in the future that products support a contiguous range of USB Security 24 
Foundation Authentication Protocol Versions. 25 

5.1.2 Message Type 26 

This field identifies Authentication Message type and shall contain one of the Authentication 27 
Message Types listed in Table 5-3 or Table 5-9. 28 
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5.1.3 Param1 1 

This field is used to pass a first 1-byte parameter. The contents of the parameter vary and 2 
are defined by Authentication Message type.   3 

5.1.4 Param2 4 

This field is used to pass a second 1-byte parameter. The contents of the parameter vary and 5 
are defined by Authentication Message type. 6 

5.2 Authentication Requests 7 

Authentication Requests are used by an Authentication Initiator to send a command to an 8 
Authentication Responder and/or retrieve data. Authentication Request types are listed in 9 
Table 5-3.  10 

An Authentication Initiator shall not send another Authentication Request until it has either 11 
received a response for or timed out the previously sent Authentication Request. 12 

Table 5-3: Authentication Request Types 13 

Value Description 

00h – 7Fh Shall only be used for Authentication Responses 

80h Reserved  

81h GET_DIGESTS 

82h GET_CERTIFICATE 

83h CHALLENGE 

84h - FFh Reserved 

 14 

5.2.1 GET_DIGESTS  15 

This Request is used to retrieve Certificate Chain digests. The header for a GET_DIGESTS 16 
Request is defined in Table 5-4. A GET_DIGESTS Request has no payload. 17 

Table 5-4: GET_DIGESTS Request Header 18 

Offset Field Size Value 

0 ProtocolVersion 1 V1.0 

1 MessageType 1 GET_DIGESTS 

2 Param1 1 Reserved 

3 Param2 1 Reserved 

 19 

5.2.2 GET_CERTIFICATE  20 

This Request is used to read a segment of a target Certificate Chain. The header for a 21 
GET_CERTIFICATE Request is defined in Table 5-5. The payload for a GET_CERTIFICATE 22 
Request is defined in Table 5-6.  23 
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Table 5-5: GET_CERTIFICATE Request Header 1 

Offset Field Size Value 

0 ProtocolVersion 1 V1.0 

1 MessageType 1 GET_CERTIFICATE 

2 Param1 1 Slot number of the target Certificate Chain to 

read from. The value in this field shall be 

between 0 and 7 inclusive. 

3 Param2 1 Reserved 

 2 

Table 5-6: GET_CERTIFICATE Request Payload 3 

Offset Field Size Value 

4 Offset 2 Offset in bytes from the start of the Certificate 

Chain to where the read request begins. 

This field is little endian.  

6 Length  2 Length in bytes of the read request. 

This field is little endian. 

 4 

5.2.3 CHALLENGE  5 

This Request is used to initiate Authentication of a Product. The header for a CHALLENGE 6 
Request is defined in Table 5-7. The payload for a CHALLENGE Request is defined in Table 5-7 
8. 8 

Table 5-7: CHALLENGE Request Header 9 

Offset Field Size Value 

0 ProtocolVersion 1 V1.0 

1 MessageType 1 CHALLENGE 

2 Param1 1 Slot number of the recipient’s Certificate Chain that 

will be used for Authentication 

3 Param2 1 Reserved 

 10 

Table 5-8: CHALLENGE Request Payload 11 

Offset Field Size Description 

4 Nonce 32 Random 32-byte nonce chosen by the 

Authentication Initiator. 

 

 12 

5.3 Authentication Responses 13 

Authentication Responses are used by an Authentication Responder to respond to an 14 
Authentication Request. Authentication Response types are listed in Table 5-9. 15 
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Table 5-9: Authentication Response Types 1 

Value Description 

00h Reserved 

01h DIGESTS 

02h CERTIFICATE 

03h CHALLENGE_AUTH 

04h-7Eh Reserved 

7Fh ERROR 

80h – FFh Shall only be used for Authentication Requests 

 2 

5.3.1 DIGESTS  3 

This Response is used by a Product to send Certificate Chain digests and report which Slots 4 
contain valid Certificate Chain digests. The header for a DIGESTS Response is defined in 5 
Table 5-10. The Payload for a DIGESTS Response is defined in Table 5-11. 6 

Table 5-10: DIGESTS Response Header 7 

Offset Field Size Value 

0 ProtocolVersion 1 V1.0 

1 MessageType 1 DIGESTS 

2 Param1 1 Capabilities Field; shall be set to 01h for this specification. All 

other values reserved. 

3 Param2 1 Slot mask. The bit in position K of this byte shall be set to 1b if 

and only if Slot number K contains a Certificate Chain for the 

protocol version in the ProtocolVersion field. (Bit 0 is the least 

significant bit of the byte.) 

The number of digests returned shall be equal to the number of 
bits set in this byte. The digests shall be returned in order of 
increasing Slot number. 

 8 

Table 5-11: DIGESTS Response Payload 9 

Offset Field Size Value 

4 Digest[0] 32 32-byte SHA-256 digest of the first Certificate Chain. 

This field is big endian. 

… ... … … 

4 +  

(32 * (n -1))  

Digest[n-1] 32 32-byte SHA-256 digest of the last (nth) Certificate Chain. 

This field is big endian. 

 10 

 11 
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5.3.2 CERTIFICATE  1 

This Response is used by a Product to send the requested segment of a Certificate Chain. The 2 
header for a CERTIFICATE Response is defined in Table 5-12. The payload for a 3 
CERTIFICATE Response is defined in Table 5-13. 4 

Table 5-12: CERTIFICATE Response Header 5 

Offset Field Size Value 

0 ProtocolVersion 1 V1.0 

1 MessageType 1 CERTIFICATE 

2 Param1 1 Slot number of the Certificate Chain returned 

3 Param2 1 Reserved  

 6 

Table 5-13: CERTIFICATE Response Payload 7 

Offset Field Size Value Description 

4 CertChain Length Data Certificate Chain segment of requested slot 

number and starting at requested offset.  

Segment length shall be less than or equal to 

requested length, and greater than or equal to 

1.The endianness for a Certificate Chain is 

defined in Table 3-1. 

 8 

5.3.3 CHALLENGE_AUTH   9 

This Response is used by a Product to respond to a CHALLENGE Request. The header for a 10 
CHALLENGE_AUTH Response is defined in Table 5-14. The payload for a CHALLENGE_AUTH 11 
Response is defined in Table 5-15. 12 

Table 5-14: CHALLENGE_AUTH Response Header 13 

Offset Field Size Value 

0 ProtocolVersion 1 V1.0 

1 MessageType 1 CHALLENGE_AUTH 

2 Param1 1 Shall contain the Slot number in the Param1 field of the 

corresponding CHALLENGE Request  

3 Param2 1 Slot mask. The bit in position K of this byte shall be set to 1b if 

and only if Slot number K contains a Certificate Chain for the 

protocol version in the ProtocolVersion field. (Bit 0 is the least 

significant bit of the byte.) 

 14 
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Table 5-15: CHALLENGE_AUTH Response Payload 1 

Offset Field Size Value 

4 MinProtocolVersion 1 Minimum protocol version supported by this Device 

5 MaxProtocolVersion 1 Maximum protocol version supported by this Device 

6 Capabilities 1 Set to 01h for this specification. All other values reserved 

7 OrgName 1 Identifies the Mapping Organization using the following 

encodings: 

0 USB-IF 

1 - 15 Reserved 

  
 

8 CertChainHash 32 32-byte SHA256 hash of the Certificate Chain used for 

Authentication. 

This field is big endian. 

40 Salt 32 32-byte value chosen by the Authentication Responder. 

Note: the Salt can be random, fixed, or any other value 

72 Context Hash 32 32-byte SHA256 hash of product-specific information. The 

product-specific information is defined by the Mapping 

Organization. 

This field is big endian. 

104 Signature 64 See Section 5.3.3.1. 

This field is little endian. 

 2 

5.3.3.1 Signature 3 

The Signature field in a CHALLENGE_AUTH Response contains a 64-byte ECDSA digital 4 
signature on the message contents listed in Table 5-16. The ECDSA signature is generated 5 
using values (r,s) with little-endian encoding, where r starts at offset 0 and s starts at offset 6 
32. Each value is 32 Bytes with zero right-padding if necessary. 7 

Table 5-16: Message Contents for ECDSA Digital Signature 8 

Offset Field Size Value 

0 ReqMsg 36 Full contents (i.e. header and payload) of the corresponding 

CHALLENGE Request 

36 RespMsg 104 Contents of the CHALLENGE_AUTH Response being signed 

excluding the Signature field 

 9 

A message signer with a secure RNG can use non-deterministic ECDSA. A message signer 10 
without secure RNG capability can use deterministic ECDSA. In deterministic ECDSA, the 11 
random “k” value is derived from the hash of the message to be signed and a private key.  12 

Note: in both deterministic and non-deterministic ECDSA, generating the “k” value has pitfalls 13 
and mistakes can lead to a leak of the private key. See RFC 6979 (available at: 14 
https://tools.ietf.org/html/rfc6979) for details. 15 

5.3.4 ERROR   16 

This Response is used by a Product to transmit error information. The header for an ERROR 17 
Response is defined in Table 5-17. An ERROR Response has no payload. 18 

https://tools.ietf.org/html/rfc6979
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Table 5-17: ERROR Response Header 1 

Offset Field Size Description 

0 ProtocolVersion 1 V1.01 

1 MessageType 1 ERROR 

2 Param1 1 Error Code. See Table 5-18.  

3 Param2 1 Error Data. See Table 5-18. 

 2 

Table 5-18: ERROR Codes 3 

Error Code Value Description Error Data 

Reserved 00h Reserved Reserved 

INVALID_REQUEST 01h One or more Request fields 
are invalid 

00h 

UNSUPPORTED_PROTOCOL 02h Requested Security Protocol 
Version is not supported 

Maximum 
supported 
Security Protocol 
Version1 

BUSY 03h Device cannot respond now, 
but will be able to respond 
in the future 

00h 

UNSPECIFIED 04h Unspecified error occurred 00h 

Reserved 05h-
EFh 

Reserved Reserved  

Vendor Defined F0h- 
FFh 

Vendor defined Vendor defined 

1Note: Minimum supported Security Protocol Version is returned in the ProtocolVersion  field in 4 
the message header .   5 
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A Potential Attack Vectors  1 

A list with examples of possible attacks against a product is provided below. This list should 2 
be used as a checklist to determine whether a product has been thoroughly designed so that 3 
it can withstand know attacks that are most likely employed by common attackers. The list 4 
is partly based on the “Joint Interpretation Library - Application of Attack Potential to 5 
Smartcards” document and should be updated and reviewed regularly. A common criteria 6 
certificate with EAL5 and resistance against attackers with high attack potential determines 7 
that resistance against the attacks listed below has been achieved.  8 

 Conformance testing of implemented algorithms (ECDSA, SHA256) according to test 9 
vectors and procedures described by NIST’s Cryptographic Algorithm Validation 10 
Program (CAVP). See http://csrc.nist.gov/groups/STM/cavp/index.html  11 

 Protection of secret key operations against timing analysis.  12 

 Protection (e.g., randomization/masking) against standard analysis of power 13 
consumption (SPA/DPA) and electromagnetic emanation (SEMA/DEMA) of secret 14 
key operations. 15 

 Protection against advanced side-channel attacks against ECC-ECDSA computation 16 
(e.g., refined power analysis, zero value attacks, address-bit DPA, template attacks) 17 
of secret key operations. 18 

 Protection critical computations against fault insertion (temperature, voltage, 19 
frequency variation; spikes and glitches; light; forcing; radiation) and advanced fault 20 
attacks (e.g., DFA, multi-bit faults). 21 

 Protection of secret key in non-volatile memory against extraction (e.g., memory 22 
encryption) and manipulation/modification using non-invasive, semi-invasive,  or 23 
invasive attacks. 24 

 Protection against probing or forcing of intermediate values of the secret key during 25 
transfer on a chip internal bus. 26 

 Protection and post-production lock down of test modes (e.g., JTAG) and scan chain.  27 

 Protection against advanced invasive attacks like micro-probing or modification of 28 
circuits using a focused ion beam (FIB).  29 

 Test of the statistical properties of the device-internal true random number 30 
generator (TRNG) 31 

 Online test to recognize failure or manipulation by an attacker of the TRNG during 32 
operation. 33 

 Secure system reset in case of the detection of an attack.  34 

 Protection and thorough testing (e.g., fuzzing)  to prevent (logical) attacks on 35 
software (e.g., bugs) like buffer overflows, man-in-the-middle, replay attacks, 36 
undocumented commands, bypass of authentication or access control.  37 

 38 

 39 

http://csrc.nist.gov/groups/STM/cavp/index.html
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